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1 



This action is in response to the communication filed on 4/7/2008. 



2 



DETAILED ACTION 



3 



Claim 1 has been examined. Claims 2-41 have been cancelled. 



4 



Title 



5 



The title of the invention is not descriptive. A new title is required that is clearly 



6 



indicative of the invention to which the claims are directed. 



7 



Information Disclosure Statement 



8 



The listing of references in the specification is not a proper information disclosure 



9 statement. 37 CFR 1 .98(b) requires a list of all patents, publications, or other information 

10 submitted for consideration by the Office, and MPEP § 609.04(a) states, "the list may not be 

1 1 incorporated into the specification but must be submitted in a separate paper." Therefore, unless 

1 2 the references have been cited by the examiner on form PTO-892, they have not been 

13 considered. 

14 Drawings 

1 5 The drawings filed on 4/2 1/2005 are acceptable for examination proceedings. 

16 Specification 

17 The disclosure is objected to because of the following informalities: 

1 8 The disclosure does not contain section headings, as required by 37 CFR 1 .77. 

19 Page 5 Line 30 of the specification contains a typographical error ("I an especially"). 

20 The use of the trademark JAVA has been noted in this application. It should be 

2 1 capitalized wherever it appears and be accompanied by the generic terminology. 
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1 Although the use of trademarks is permissible in patent applications, the proprietary 

2 nature of the marks should be respected and every effort made to prevent their use in any manner 

3 which might adversely affect their validity as trademarks. 

4 The apphcants are encouraged to review the specification carefully for any other formal 

5 matters which may have been overlooked. 

6 Appropriate correction is required. 

7 Claim Objections 

8 Claim 1 is objected to because of the following informalities: Claim 1 recites the 



9 limitation "the new key" in line 29. There is insufficient antecedent basis for this limitation in 

10 the claim. While "a new key" does appear in the claim prior to this line, its appearance is in an 

1 1 alternative "path". The examiner believes that line 28 of claim 1 should read "storing the 

12 decrypted new key in place of the previous key; and". This is due to the fact that this issue has 

13 arisen because previous claims 2 and 3 were moved into independent claim 1, and claim 3 

14 depended from claim 2, but in claim 1 the limitations are in the alternative. 



1 5 Appropriate correction is required. 

1 6 Claim Rejections - 35 USC §103 

17 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

18 obviousness rejections set forth in this Office action: 

19 A patent may not be obtained though the invention is not identically disclosed or 

20 described as set forth in section 102 of this title, if the differences between the subject matter 

21 sought to be patented and the prior art are such that the subject matter as a whole would have 

22 been obvious at the time the invention was made to a person having ordinary skill in the art to 

23 which said subject matter pertains. Patentability shall not be negatived by the manner in which 

24 the invention was made. 
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1 Claim 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over Bushmitch et al 

2 (US Patent Application Publication 2002/0159601) hereinafter referred to as Bushmitch, and 

3 further in view of Morlang et al. (US Patent Application Publication 2003/0182576) hereinafter 

4 referred to as Morlang. 

5 Bushmitch disclosed a method for providing a user device with a set of access codes, the 

6 method comprising: in the user device, storing an encryption key and an identification code 

7 (Bushmitch Paragraphs 0074-0075), and sending a message containing an identification code to 

8 a server via a communications network (Bushmitch Paragraph 0074); in the server, storing an 

9 encryption key corresponding to the key stored in the user device (Bushmitch Paragraph 0076), 

10 allocating the set of access codes on receipt of the identification code from the user device 

1 1 (Bushmitch Paragraph 0075), encrypting the set of access codes using the encryption key to 

12 produce an encrypted set (Bushmitch Paragraph 0075), and sending a message containing the 

13 encrypted set to the user device via the network (Bushmitch Paragraph 0075); in the user device, 

14 decr3q)ting the encrj^ted set received from the server using the key in storage, and storing the 

1 5 decrypted set of access codes for use by a user of the user device (Bushmitch Paragraph 0054); 

1 6 and, upon the number of unused access codes reaching a predetermined threshold, in the server, 

17 sending a message containing a new set of access codes to the user device via the network 

1 8 (Bushmitch Paragraph 0053); in the user device, storing the new set for use by a user of the user 

19 device (Bushmitch Paragraph 0053); and selectively: in the user device, tracking the access 

20 codes used by the user, generating a request in response to the number of unused access codes 

2 1 reaching a predetermined threshold, and sending a message containing the request to the server; 

22 and in the server, sending the message containing the new set of access codes on receipt of the 
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1 request; or in the server, tracking the access codes used by the user, and sending the message 

2 containing the new set of access codes to the user device in response to the number of unused 

3 access codes reaching a predetermined threshold (Bushmitch Paragraph 0053); or in the server, 

4 generating a new key, encrypting the new key with the previous key, and sending a message 

5 containing the encrypted new key to the user device via the network; and, in the user device, 

6 decrypting the new key received from the server using the previous key, and storing the 

7 decrypted new key in place of the previous key; or in the server, encrypting a new set of access 

8 codes with the new key to produce a new key encrypted set, and sending a message containing 

9 the new key encrjq^ted set to the user device via the network, and, in the user device, decrypting 

1 0 the new key encrypted set using the new key, and storing the decrypted new set for use by a user 

1 1 of the user device; or in the user device, generating a public/private key pair, and sending a 

1 2 message containing the public key of the pair to the server via the network, in the server, 

13 generating a session key, encrypting the set of access codes with the session key to produce a 

14 session key encrypted set, encrypting the session key with the public key to produce an 

1 5 encrypted session key, sending a message containing the session key encrypted set and the 

1 6 encrypted session key to the user device via, the network, and, in the user device, decrypting the 

17 encrypted session key with the private key of the pair to recover the session key, decrypting the 

1 8 session key encrypted set with the recovered session key to recover the set, and storing the 

19 decrypted set for use by a user of the user device. However, Bushmitch did not specifically 

20 disclose performing, at the server, a look up function based on the identification code received in 

2 1 the message to retrieve the key from storage. 
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1 Morlang teaches that in order to protect communications between two nodes, an 

2 encryption key can be shared between the nodes, and stored in a table with an associated 

3 identifier. Then, in order to establish the encrypted connection, the client can send a message 

4 including the session identifier, which the server uses to retrieve the encryption key, and then 

5 encrypt the communications (Morlang Paragraphs 0025-0026). 

6 It would have been obvious to the ordinary person skilled in the art at the time of 

7 invention to have employed the teachings of Morlang in the system of Bushmitch by sending a 

8 session identifier from the portable storage device to the gateway in order to allow the gateway 

9 to determine a proper pre-shared encryption key. This would have been obvious because the 

1 0 ordinary person skilled in the art would have been motivated to protect the communications 

1 1 between the gateway and the portable storage device. 

12 Double Patenting 

13 The nonstatutory double patenting rejection is based on a judicially created doctrine 

14 grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 

15 improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 

1 6 harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection 

17 is appropriate where the conflicting claims are not identical, but at least one examined 

1 8 application claim is not patentably distinct from the reference claim(s) because the examined 

19 application claim is either anticipated by, or would have been obvious over, the reference 

20 claim(s). See, e.g.. In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re 

21 Goodman, 1 1 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 

22 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re 

23 Vogel, All F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 

24 USPQ 644 (CCPA 1969). 

25 A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 1 .32 1 (d) may 

26 be used to overcome an actual or provisional rejection based on a nonstatutory double patenting 

27 ground provided the conflicting application or patent either is shown to be commonly owned 

28 with this application, or claims an invention made as a result of activities undertaken within the 

29 scope of a joint research agreement. 

30 Effective January 1 , 1 994, a registered attorney or agent of record may sign a terminal 

3 1 disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 

32 3.73(b). 
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1 

2 Claim 1 is provisionally rejected on the ground of nonstatutory obviousness-type double 

3 patenting as being unpatentable over claims 1-18, 22-25, 27-30, and 34-39 of copending 

4 Application No. 12/125,247. Although the conflicting claims are not identical, they are not 

5 patentably distinct from each other because claim 1 recites each combination of the claim set 1-6 

6 in the alternative. That is to say, claim 1 of the instant application recites all of claims 2, 3, 4, 5, 

7 and 6, each including independent claim 1, in alternative form. As such, claim 1 of the instant 

8 application is not patentably distinct from claims 1-6 of application 12/125,247. Furthermore, 

9 claims 7-18, 22-25, 27-30, and 34-39, although worded slightly different, correspond to claims 1- 
1 0 6, and are therefore not patentably distinct from claim 1 of the instant application. 



1 1 This is a provisional obviousness-type double patenting rejection because the conflicting 

1 2 claims have not in fact been patented. 
13 

14 Conclusion 

15 Claims 1 have been rejected. 

1 6 The prior art made of record and not relied upon is considered pertinent to applicant's 

17 disclosure. 

1 8 Any inquiry concerning this communication or earlier communications from the 

1 9 examiner should be directed to MATTHEW T. HENNING whose telephone number is 

20 (571)272-3790. The examiner can normally be reached on M-F 8-4. 

21 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

22 supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 

23 organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 



2 Application Information Retrieval (PAIR) system. Status information for published applications 

3 may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

4 applications is available through Private PAIR only. For more information about the PAIR 

5 system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

6 system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

7 like assistance from a USPTO Customer Service Representative or access to the automated 

8 information system, call 800-786-9 1 99 (IN USA OR CANADA) or 57 1 -272- 1 000. 



9 



10 
11 
12 
13 



/Matthew T Henning/ 
Examiner, Art Unit 243 1 



